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searches with an estimated yearly search of 1.2 trillion 
(1.2 × 10^12) (Boskov, 2020). It has also been observed by 
Google that there are millions of internet users every day, 
which further evidences the significance of information and 
data. Owing to the transient nature of data on the internet 
and how much is added daily, finding valuable and unstruc-
tured information in real-time is increasingly complex.

Bandwidth, an important metric in Internet infrastruc-
ture, is quantified as the sum of data transferred in time, 
generally measured in bits per second (Reinsel et al., 2018). 
Since the world now relies on the internet to conduct day-
to-day operations, internet speed is an important consider-
ation that cannot be overemphasized. Too many people and 
devices trying to access resources on a network simultane-
ously could cause network congestion which has conse-
quence of slow or no response at all. This issue is prevalent 
on hot links popular sites like eBay, Amazon, Facebook, and 
more recently, online video conferencing forums like Zoom 
and Microsoft Teams. The hot-links get hotter for band-
width, and cold-links stay cold while heavily loaded nodes 
get overloaded for computing resources with idle nodes 

1  Introduction

The three most valuable assets of the internet are informa-
tion shared in form of packets, bandwidth, and computing 
resources. However, due to the traditional client-server 
model, all these assets are largely under-utilized. This is 
because the information is not only hard to find but also 
impossible to index and catalogue. A recent study found that 
the world produced an estimated data of about 44 Zettabytes 
(44 × 10^21 bytes) in 2020, whereas the International Data 
Corporation (IDC) predicts that worlds data generation 
could grow to about 175 Zettabytes by 2025 (Stroud, 2020). 
Google search takes centre stage in the realm of internet 
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remaining idle. However, it is important to understand that 
there are two different kinds of bandwidth speed: upload 
and download speed.

Upload speed is the rate at which data is conveyed to 
its destination, while download speed is the rate at which 
information is received (Reinsel et al., 2018). Regardless of 
the kind of bandwidth being utilized, bandwidth has been 
established as the primary catalyst for determining inter-
net traffic. While Moore’s law challenges the computing 
paradigm to produce better computing resources, the law 
states that processor speed or the overall processing power 
will double about every 18 months (Wardynski, 2019). The 
power of computers has been multiplying every year or 
and a half since the 1970s. Computing devices (cell phone, 
server, Personal Digital Assistants, Personal Computers) 
are more powerful than their predecessors of half-a-century 
ago(Norman, 2017). The law helped the storage capacity of 
these devices improve and increased dramatically year in 
year out. Although humans continue to struggle to advance 
knowledge, computations are still conducted mainly in the 
data centres (Tukur et al., 2020).

Peer-to-Peer  (P2P) network combines the three most 
valuable assets of the internet; information, bandwidth, 
and computing resources by its architectural design (Musa, 
2020a, 2020b; Wardynski, 2019). Peer-to-Peer network 
promotes the dynamic discovery of information, better uti-
lization of bandwidth, processors, storage space, and other 
resources while ensuring each user contributes resources 
to the network (Peersman et al., 2016). These networks are 
part of highly distributed systems containing diverse peers 
to form a network. The peers are used to exchange content 
containing audio, video, data, and various files without 
using a single server as in client-server architecture. While 
peer-to-peer networking describes networks in which peer 
machines share tasks or responsibilities among themselves 
(Vishnumurthy & Francis, 2007). Peer-to-Peer networks 
are usually used to share files or content between two or 
more devices directly on the internet. A P2P application 
permits you to download files from other peers’ hard drives 
and enables others to download from your computer’s hard 
drive. The concept of P2P networking and applications has 
been discussed extensively in (Bodriagov & Buchegger, 
2013; Imada & Ueda, 2016; Jo & Han, 2018; Musa et al., 
2019; Vishnumurthy & Francis, 2007).

Peer-to-Peer has attracted a great deal of interest due to 
its ease of use and the ability of peers to join and leave the 
network without affecting the functionality of the system. 
This ability made it an avenue for the management and 
exchange of anonymous data about organizations, people, 
and governments, thereby making them prime targets of 
many cyber-attacks and malware distribution. As a result, 
security and privacy have remained a significant concern in 

the P2P network domain, characterized by equal sharing of 
information, bandwidth, and computing resources among 
peers (Washbourne, 2015). Therefore, there is need for ade-
quate measures should be put in place to address the impact 
of distributing malicious contents on the networks.

Non-implementation of security mechanisms in the 
design of P2P networks has spawn an explosive distribution 
of malicious content on the networks rendering them more 
prone to attacks and making any credible digital investiga-
tion on the networks mostly futile (Alhazmi et al., 2017a). 
This security flaw has contributed to making P2P networks 
the best avenue for trading large amounts of data, which is 
necessary for modern computing needs. The annual SysAd-
min, Audit, Network, and Security (SANS) Institute report 
of 2020 identified Analysis, Design, Development, Imple-
mentation, and Evaluation (ADDIE), as the proactive next-
generation digital forensic investigation model. The ADDIE 
model of digital investigation outlines steps that ensure evi-
dence chain of custody and forensic integrity is maintained. 
This paper presents a first of its kind investigation technique 
for P2P networks that incorporates the active monitoring of 
peers and simultaneous forensic analysis to produce cred-
ible digital evidence while ensuring integrity, high accuracy 
and accountability for malicious peers participating in the 
network. We studied the digital evidence while adhering to 
the ADDIE model of digital forensics standard to maintain 
evidence chain of custody, forensic integrity and accuracy 
verification to recover an irrefutable digital path of the 
most popular peers using their communication protocols, IP 
addresses and Secure Hashing Algorithm (SHA).

1.1  Motivation and Contribution

This work is motivated by the continuous mutation of secu-
rity threats associated with the use of P2P networks, which 
results from its widespread and seemingly endless applica-
tions. Nevertheless, the main contribution is validating a 
novel forensic model for P2P – how our novel model can 
be used as an investigative guide to validate digital forensic 
procedures in P2P. The motive behind our focus in validat-
ing a new model for P2P is to guide investigators with nec-
essary steps and procedures during investigation.

Our main contributions in this work are:

	● We reviewed the history and recent trends of digi-
tal forensic models, ADDIE model and P2P network 
investigation.

	● We established the susceptibility of oversight on a typi-
cal P2P network by presenting an active monitoring 
system that shows how P2P networks are not entirely 
anonymous after all and that successful monitoring can 
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be achieved without tempering with the usability and 
functionality of the P2P network.

	● We proposed and presented a novel method of investi-
gation in the ADDIE model to address the need for evi-
dence chain of custody, forensic integrity, and accuracy 
verification.

	● We proposed and presented a validation case for our 
novel method using multiple approved legislative guid-
ance for methods validation and peer review approval to 
ensure the integrity of the investigation method.

	● The proposed solution was evaluated using a real P2P 
network dataset, and it revealed to achieve remarkable 
evidence detection with an irrefutable digital path of 
participating peers using their communication proto-
cols, IP, and SHA addresses.

The rest of the article is organized as follows: Sect.  2 
reviews related works as the digital forensics’ models, the 
history of the ADDIE model and P2P network investigation. 
In Sect.  3, the method validation processes are proposed, 
defined, and explained. We justified why validating novel 
methods is necessary in Sect.  4. In Sect.  5 the validation 
methodology and the ADDIE model is proposed by show-
casing the usability of the model to digital investigations. 
Then in Sect. 6, we evaluated the validation of the model 
using real P2P network dataset and investigation techniques. 
Section 7 concludes the article along with future scope.

2  Related Works

In this section, we present a comprehensive review of digital 
forensic models, the ADDIE model and P2P network inves-
tigation. The findings show that the research community do 
not give much attention to investigating P2P networks using 
standard digital forensic models. Also, we found no litera-
ture that has tested their validation case with real dataset and 
investigation.

2.1  Digital Forensic Models

The increased automation and reliance on digital technology 
have led to the spontaneous increase in digital crimes. These 
crimes need a structured process to address them. Digital 
technology innovations such as social media networks, 
cloud computing systems, mobile technologies, internet of 
things (IoT) systems, encryption techniques, anti-forensic 
tools, utilization of private and portable browsers, malware 
infection, etc., steer digital investigators to various mod-
ern, complex and cumbersome challenges. Therefore, a 
structured, advanced, and scientific digital forensic process 
model is required to address these challenges.

Over the years, much research has been carried out in 
this field. Pollitt (1995) was one of the authors to have 
designed the first digital forensic model to the best of our 
knowledge. He compared and mapped the model with the 
view of admissibility of documentary evidence in a court of 
law. Before presenting any evidence in court, Pollitt (2007) 
identified the following steps: Acquisition --> Identifica-
tion --> Evaluation --> Admission as Evidence. The author 
stated that digital evidence must be scientifically accurate 
and legally acceptable and that the process adhered to sci-
ence and law.

In 2001, the first Digital Forensic Research Workshop 
(DFRWS) assembly produced a consensus document that 
defined the state of digital forensics (Palmer, 2001). Among 
their resolutions was that digital forensics was a framework 
with some fairly agreed-upon steps. The framework com-
prises of seven steps: Identification - Presentation - Col-
lection - Examination - Analysis - Presentation - Decision. 
In 2002, the second DFRWS assembly developed a new 
enhanced digital forensic framework by improving their 
earlier model (Reith, M. Carr, C. and Gunsch, 2002). The 
improved framework standardizes the digital forensic inves-
tigation process, according to the assembly. The model con-
sists of nine steps: Identification - Preparation - Approach 
Strategy - Preservation - Collection - Examination - Analy-
sis - Presentation - Returning Evidence.

In 2006, a group of scientists published a guide to inte-
grating forensics into incident response as part of the spe-
cial publication of the National Institute of Standards and 
Technology (NIST) (Karen et al., 2006). They defined the 
forensic process into the following basic phases: Collection 
- Examination - Analysis - Reporting. The group argued that 
their forensic model could be applied to any investigation, 
regardless of the situation.

The generic computer forensic investigative model 
(GCFIM) evolved from reviewing fifteen previous digital 
forensic models (Yusoff et al., 2011). The GCFIM consists 
of five steps as pre-process, acquisition, analysis, presenta-
tion, and post-process. The model was intended to serve as 
the basic and high-level digital forensic model and the basis 
for developing a new investigation methodology.

Agarwal et al., (2011) proposed the Systematic Digital 
Forensic Investigation Model (SRDFIM) by comparing and 
expanding previous digital forensic models. It consists of 
eleven phases: preparation, securing the scene, survey & 
recognition, documenting the scene, communication shield-
ing, evidence collection, preservation, examination, analy-
sis, presentation, and result and review. The model helps 
in reconstructing events by realizing specific properties of 
individuality, repeatability, reliability, performance, test-
ability, scalability, quality, and standards in analysis con-
cerning computer frauds and cybercrimes.
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University (Branson et al., 1975). Being a leader in train-
ing and learning, the military significantly influenced cor-
porate and educational activities by adapting the ADDIE 
model. DeSimone et al. 2002 (Desimone et al., 2002) con-
sider ADDIE to be a process model if applied correctly and 
a guide for gaining direct intuitive insight into a problem. 
In 2017, (Stroud, 2020) of SANS institute used the ADDIE 
model for the Digital Forensics Framework for Instruction 
Design (DFFID) in their whitepaper as a comprehensive 
digital framework designed to guide the development of 
future digital forensics. In the ADDIE model, each phase 
has an outcome that feeds into the next steps as follows:

2.2.1  Analysis

The digital problem is investigated in the analysis phase, 
the investigator’s goals and objectives are established, and 
the crime scene and existing investigative techniques and 
skills are identified. Below are some of the questions that 
are addressed during the analysis phase:

	● What is the aim of the investigation?
	● What type of difficulties exists?
	● What are the acquisition techniques options?
	● What tools are going to be used for the analysis?
	● What is the timeline of the investigation?

2.2.2  Design

The design phase deals with the case objectives, assessment 
of tools, and the purpose of the investigation, documenta-
tion, and case planning. This phase of the forensic process 
should be systematic and specific. Systematic here means a 
logical, orderly method of identifying, developing, and eval-
uating a set of planned procedures targeted for achieving the 
investigation’s goals. While specific means each component 
of the design phase needs to be executed meticulously to 
avoid evidence tempering.

The following steps are used for the design phase:

	● Application of case strategies according to the intended 
recovery outcomes.

	● Documentation of the case project, visual and technical 
design strategy.

	● Duplication of the source file.

2.2.3  Development

The development phase is where the investigators create and 
execute the processes generated in the design and analysis 

Montasari, (2016) assessed and evaluated eleven digital 
forensic models using the five Daubert Standard Criteria. 
The standard is approved in the United States (US) as the 
criteria for accepting scientific evidence. The authors reveal 
no formal, comprehensive model that incorporates the entire 
digital process that can be used in all fields of investigation 
despite using the Daubert Standard.

During the last decade, different digital forensic mod-
els continue to be developed by (Ali et al., 2017; Du et al., 
2017; Hitchcock et al., 2016; Kaur et al., 2018; (Reith et 
al., 2002), Thakar et al.,   2021; Zia et al., 2017) targeting 
distinct areas of digital forensics such as mobile forensics, 
digital forensics as a service, digital field triage, network 
forensics, the next generation digital forensic investigation 
model (NGDFIM), and IoT forensics respectively. Several 
researchers have adopted International Standard Organiza-
tion (ISO) standards into their digital forensic framework 
to enhance and standardize their framework. Kao & Wu 
(2015) proposed a digital triage forensics framework of 
windows malware forensic toolkit based on ISO/IEC 27,037 
to improve the speed and quality of investigations. The 
guidelines provide basic scenarios encountered throughout 
the digital evidence handling process and specify directions 
for standardization efforts. Kigwana et al., (2017) propose 
a digital forensic investigation framework based on ISO/
IEC 27043:2015 to develop a standard eGovernment foren-
sic investigation procedure. Similarly, Karie et al., (2019) 
explain that blockchain is a key factor that should be added 
to ISO/IEC 27043:2015 to establish a standardized digi-
tal forensic report generation process. While Mothi et al., 
(2020) proposed a novel mathematical principle to validate 
digital forensic models by countering anti-forensics tech-
niques before being used in a real-time investigation.

After reviewing various digital forensic models to date, 
we found that most of the reviewed works and other similar 
research have proposed either digital forensic frameworks 
or made a case for framework validation. The few studies 
that discussed validation based on legislative procedure do 
not appear to have validated any standard digital forensic 
model. Howecer,  none of the work reviewed considered 
investigating the digital threats of P2P networks. This means 
that all the related literature has left a wide gap in providing 
solutions to the security threats of the P2P network, espe-
cially tackling its anonymity. This paper addresses these 
gaps by proposing a novel method and its validation case 
based on P2P network investigation.

2.2  ADDIE Model

ADDIE model is part of the Instructional System Design 
(ISD) family. It was created in 1975 for the US Army by 
the Centre for Educational Technology at Florida State 
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analysing their methodology. The author of (Venčkauskas 
et al., 2016, Jusas, et al., 2015) conducted a P2P investiga-
tion of evidence left in a windows 8 registry after installing, 
participating in a P2P session, and uninstalling the BitTor-
rent client.

Similar to recovering evidence from a local running com-
puter, the authors of (Venčkauskas et al., 2016) designed a 
tool that searches for artefacts related to the use of BitTor-
rent client from a local computer. The same goes for the 
BitTorrent sync described by (Scanlon et al., 2014), which 
demonstrated remote evidence recovery from the BitTorrent 
sync shared folder. Identically, the authors of (Scanlon et al., 
2015b) investigated the data remnants of the newer version 
of BitTorrent sync applications (version 2.x) using mobile 
and computer devices to extract evidence from installa-
tion, uninstallation, log-in, log-off, and file synchronization. 
However, all the works only proposed investigative meth-
odologies from a local machine based on installation and 
uninstallation of BitTorrent clients or remote recovery on a 
computer device. Another investigation and analysis of Bit-
Torrent sync were conducted by (Y. Y. Teing et al., 2017) to 
assist in the control of data flow across the platform. Also, 
the work was centred on replicated files by the BitTorrent 
sync remote peers, which introduce the risk of sabotage or 
malware infusion into the network by participating peers to 
throw off digital investigators.

On the other hand, (Wararkar et al., 2016) discusses the 
security problems of P2P using a central authority that will 
be responsible for securing other peers in an intranet network 
based on the proposed methodology of peer security for; 
Anonymity, Availability, File Authentication, Access Con-
trol, and Fair Trading. The authors of (Washbourne, 2015) 
reviewed the history P2P network security by evaluating 
its vulnerabilities, attack models, and preceding protection 
mechanisms of which none addressed live monitoring of 
P2P networks and accurate evidence recovery mechanism. 
Another P2P security survey (Amad et al., 2012) employed 
resource discovery search mechanisms to locate peers while 
incurring low overhead and low delay. They provided secu-
rity solutions based on a semi-decentralized P2P network 
that uses central authority and protection mechanisms for 
arising P2P threats.

The security of the P2P network requires a holistic 
approach because of its distributed nature and difficulty 
in monitoring; the reason that necessitated accelerated 
research into security mechanisms of P2P monitoring and 
analysis. This reason is backed by (Venčkauskas, Jusas, 
et al., 2015) and (Venčkauskas et al., 2016). Although our 
work confronts the digital investigation of P2P holistically, 
our key contributions are the maintenance, assessment and 
validation of forensic integrity of the captured evidence 
using the ADDIE model(Allen, 2017; Nadiyah & Faaizah, 

phase. If using multiple tools and methods, the investigator 
works to develop and integrate the techniques. Then making 
sure there is a duplicate copy of the source file before the 
final review and integration of the final method.

2.2.4  Implementation

During the implementation phase, the forensic processes of 
the investigation and the case plan are developed. The indi-
vidual experiences and skills of the investigator are added 
to the case procedure along with the expected outcomes, 
method of delivery, and investigation procedures. Prepara-
tion of the investigation includes training with all the tools 
(software or processes) to ensure that the application is via-
ble and functional.

2.2.5  Evaluation

The evaluation phase of the digital forensic process can be 
divided into formative and summative divisions. Formative 
evaluation is present throughout all the stages of the ADDIE 
model. At the same time, the summative evaluation incor-
porates the entire case plan, investigative techniques used, 
evidence validation, timeline, and provides an interface for 
evidence presentation.

2.3  P2P Network Investigation

There are many published works (Alhazmi et al., 2017b; 
Fahimian et al., 2010; Imada & Ueda, 2016; Jo & Han, 
2018; Liberatore et al., 2010; Mao et al., 2020; Musa et al., 
2018, 2019; Scanlon et al., 2015a) on P2P network investi-
gation. However, to the best of our knowledge and research, 
none of the works has addressed P2P security comprehen-
sively, particularly the ubiquitous vulnerabilities of the P2P 
network as well as the threats posed to the diverse peers, 
and the need to identify those peers engendering the vul-
nerabilities. The security designs of (Venčkauskas et al., 
2016, Jusas, et al., 2015) and (Venčkauskas et al., 2016), 
for example, have not been equipped to address issues such 
as live network monitoring, digital forensics, and evidence 
validation of P2P systems, which our proposed technique 
has addressed in Sects. 5 and 6.

Many of the related works also neglected the live moni-
toring and capture of P2P traffic in their investigations and 
analysis. While the few that did fail to extract the digital evi-
dence according to the established digital forensic standards 
that ensure evidence integrity. For example, the authors 
of (Scanlon & Kechadi, 2014) only indicated the need for 
bespoke digital tools to combat cyber threats by outlining 
the investigative process through collaboration between 
stakeholders without actually performing an experiment or 
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method validation and Daubert Standard (Meyers & Rog-
ers, 2006) in the US to validate digital forensic methods and 
procedures.

The digital forensics discipline comprises of various 
types of digital devices that can be used either to enable the 
crime or as a target of the crime. The digital devices may 
have volatile memory, non-volatile memory, or even both. 
The methodologies and processes for recovering digital evi-
dence are chosen based on the type of memory (Zia et al., 
2017). Digital forensics is broadly classified into five main 
branches depending on the type of digital devices, media, or 
networks. The branches are Computer Forensics, Network 
Forensics, Mobile Device Forensics, Memory Forensics, 
and Email Forensics (Karie et al., 2019).

3.1  Network Forensics

Network forensics is the branch of digital forensics that 
focuses on monitoring, collecting, and analyzing computer 
network traffic to aid in the recovery of data, legal evidence, 
or detecting intrusion detection (Kaur et al., 2018). Network 
traffic is usually intercepted at the packet level, and data 
collection is collected at the network stack layer. The col-
lected data as evidence can either be stored for later analysis 
or filtered in real-time. In contrast to other types of digital 
forensics, which use stored or static data with the risk of 
lost network traffic transmission, network forensics mainly 
deals with volatile and dynamic data that is rarely logged, 
thus leading to more proactive investigations that requires 
validation.

3.2  Method Validation

FSR-G-218 (2020) defines a method as a logical sequence 
of procedures or operations designed to accomplish a speci-
fied task. A method includes the interaction of the investiga-
tor and may consist of multiple tools or none. For example, 
acquiring a forensic image of a hard drive (i.e. a copy of a 
hard disk drive) with a tested write blocker and hard drive 
imager (SWGDE, 2015). And then using hashing algorithms 
to verify the data are not several tools or methods but part 
of one method. Suppose the hash algorithm or write blocker 
was required in other methods. In that case, they could be 
validated separately and brought together in the broader 
method to confirm that it meets the method’s requirement 
(FSR-G-218, 2020). All method in science or engineering 
can be documented. Creating a draft Standard Operating 
Procedure (SOP) is good practice before trying any valida-
tion study, as validation is completed on the final method.

In the US, the Daubert Standard is used as guidance 
for any method or procedure adopted by an investigator 
to provide objective guidelines for judges to ascertain the 

2015). The viability of credible forensic model is consid-
ered the weakest link that gets digital evidence invalidated 
in courts. Hence, we used the most recent and reviewed dig-
ital forensic model developed by an expert panel of digital 
forensics professionals for assessment and validation strate-
gies (Stroud, 2020). ADDIE allowed us to authenticate the 
popularity of the captured hash values in the P2P network 
and extract credible digital evidence with high accuracy.

In our work, we approached P2P network security using 
three quality metrics; live monitoring, crawling as well as 
capturing of P2P artefacts and evidence validation. Each 
of the metrics are at a risk of failing the forensic integrity 
challenge which is the standard for a sound digital evi-
dence (Oltsik et al., 2017). Therefore, the ADDIE model 
of the SANS is being employed to ensure the integrity of 
the investigation process (Oltsik et al., 2017). We present a 
typical P2P network illustration in Fig. 1.

3  Validation Case of a Digital Forensic Model

Digital forensic science is a broad scientific discipline that 
applies to matters of the law (Mothi et al., 2020). When an 
alleged crime is committed, scientific principles and prac-
tices are used to obtain evidence that the investigating offi-
cers and courts can prove reliable. Based on the definition 
of digital forensic science, numerous models, methods, and 
validation principles have been proposed over the years that 
suit different investigative methodologies and legislative 
policies (ENFSI, 2015). Some of the essential aspects of 
forensic science are the validation of digital forensic meth-
ods or procedures and tool testing. The National Institute 
of Standards and Technology (NIST, 2017) manages the 
tools testing aspect of digital forensic research. NIST tests 
various digital forensic tools and then publishes them on 
their website. In the United Kingdom (UK), there is Foren-
sic Science Regulators – Guidance (FSR-G-218, 2020) for 

Fig. 1  P2P Network Illustration
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d.	 “The validity of the assumptions and any limits on the 
application of the assumptions.“

e.	 “Limits on the application of the model/theory.“
f.	 “The robustness of the model/theory based on the infor-

mation supporting it.“

4  Justifying the Validation of ADDIE Model

In Sect.  7.4.9 of FSR-G-201 (2020) mentioned that all 
method development should include risk analysis and mit-
igation. This will enable the validation to ensure that the 
method does manage these risks. Section 7.4.10 recognizes 
the human element in the investigation procedure as meth-
ods are more than just the analytical test and may include 
any error-trapping, such as second checks and peer review.

Consequently, Sect.  6.1.3 of FSR-G-218 (2020) stated 
that the validation of a new or novel method would require 
comprehensive testing. While Sect. 6.1.2 reiterated the def-
inition of the specific purpose from the start, focusing on 
beginning with the most common functionality and requests. 
This is to prevent the scope of the validation study from 
straying into attempting to cover everything the method is 
intended for, which is not realistic or practical. Since the 
validation of the ADDIE model for digital evidence acquisi-
tion is sufficiently novel, the FSR-G-218 recommended that 
it may be beneficial for a version of the validation to be 
submitted in a journal for publication.

Both the FSR-G-218 and FSR-G-201 guidance on vali-
dating novel digital investigation methods stressed the 
need for a validated study, evaluation, and peer review as 
discussed in Sect.  2. Apart from this, proposed methods 
adopted from another field of study tend to prove effective-
ness in problem-solving, as seen with the SIR model adop-
tion from the field of medicine into malware investigation. 
The ILAC (ILAC, 2014) justifies the scientific community’s 
need for validation in Sect. 3.10 as far the processes will be 
documented for reproducibility and repeatability to ensure 
that different persons can arrive at compatible results.

The Regulators provide guidelines for detailed activities 
in handling potential digital evidence. These processes are 
required in an investigation to preserve the integrity of the 
digital evidence – an acceptable technique of acquiring digi-
tal evidence that will contribute to its admissibility in legal 
actions and other mandated instances (ISO/IEC 17,025:, 
2017). The Regulators also outline general guidelines for 
collecting non-digital evidence that may be useful in the 
potential digital evidence analysis stage. The Regulators 
also intend to advise decision-makers who need to decide 
the reliability of digital evidence presented. It is crucial 
to carry out an investigation using an acceptable model to 

admissibility of scientific evidence in court. The Daubert 
standard applies to those digital forensic methods or pro-
cedures used to uncover evidence from digital devices. It 
must satisfy the following criteria as clarified by (Meyers & 
Rogers, 2006):

a.	 “Testing: Can and has the scientific procedure been 
independently tested? Peer Review: Has the scientific 
procedure been published and subject to peer review?“

b.	 “Error rate: Is there a known error rate, or potential to 
know the error rate, associated with the use of this sci-
entific procedure?

c.	 Standards: Are there standards and protocols for the 
execution of the methodology?“

d.	 “Acceptance: Does the relevant scientific community 
generally accept the scientific procedure?“

In the UK, House of Commons Science Technology Com-
mittee (2019) that: “The absence of an agreed protocol for 
the validation of scientific techniques prior to their being 
admitted in court is entirely unsatisfactory and that Judges 
are not well placed to determine scientific validity without 
input from scientists.“ The committee went on to mention 
that: “Establishment of a regulator is one of the options to 
be considered, as it is how the courts can be supported in 
appropriately weighing scientific evidence.“ Hence, the 
UK inaugurated the Forensic Science Advisory Council as 
the Forensic Science Regulators (FSR-G-201, 2020; FSR-
G-218, 2020), also known as The Regulators, to develop 
a validation and accreditation test for scientific methods, 
which should build on the Daubert Test (Meyers & Rog-
ers, 2006). In 2016, The Regulator had produced its 1st 
edition guidance on method validation in digital forensics 
as FSR-G-218. It amalgamates essential information from 
International Standards Organisation (ISO/IEC 17,025:, 
2017), FSR-G-201 validation guidance found in Forensic 
Science Regulator (FSR-G-201, 2020), Scientific Work-
ing Group on Digital Evidence (SWGDE, 2015), Interna-
tional Laboratory Accreditation Cooperation (ILAC, 2014) 
and Criminal Practice Directions as mentioned in Courts 
and Tribunals Judiciary (2014). The FSR-G-218 was then 
updated and reproduced in 2020 to reflect current changes in 
digital forensic science (FSR-G-218, 2020). The following 
key criteria were mentioned as necessary steps for method 
validation (FSR-G-218, 2020):

a.	 “The validity of the model/theory”.
b.	 “The validity of the application of the model/theory in 

the method.“
c.	 “Any assumptions incorporated within the model/

theory.“
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challenges by harmonizing and integrating existing iterative 
and multitier models to conduct digital investigations under 
legal terms and conditions (Oltsik et al., 2017). The SANS 
Institute (Stroud, 2020) recently revised the most dominant 
digital forensic methods in their annual report of 2020 to 
five critical steps: Analysis, Design, Development, Imple-
mentation, and Evaluation, as shown in Fig. 2.

5.1  Experimental Setup and Methodology

In order to collect information from the µTorrent network, 
such as the hash value and IP addresses, we employed the 
Kickass 2021 tracker https://Kickasstorrents.to/Usearch/
Searchquery>, (n.d.) as explained in Sect. 6. Kickass 2021 
tracker is executed over µTorrent client, which is a popu-
lar BitTorrent client (Bilgen & Wagner, 2017). We crawled 
the µTorrent network for 10 days, starting from March 5th, 
2020. The network was crawled on four different occasions, 
with each crawl lasting 3 days, therefore obtaining 4 crawl 
datasets. The data was then loaded into Weka for process-
ing. A set of scripts was used to obtain the popular peers and 
visualize the change in their popularity over different col-
lection intervals. Table 1. presents the number of peers and 
the size of the packets recorded in each collection interval.

ensure the authenticity and integrity of the likely digital evi-
dence due to the fragility of digital evidence (ILAC, 2014).

5  Validating ADDIE Model

In this section, we propose a novel model for digital forensic 
science by validating the model using an investigative meth-
odology. The use of digital forensic models is widespread, 
as the evidence gets checked through a series of processes 
that guarantees its credibility and accuracy (Antwi-boasiako 
& Venter, 2011). For this study, our main goal is the analy-
sis of active digital evidence from P2P networks. Digital 
forensic investigation is fast becoming an imperative topic 
to enhance to the total security of P2P networks. A digital 
forensic analysis usually consists of these four critical pro-
cesses: acquisition, identification, evaluation, and presenta-
tion (Homem et al., 2016). These processes were subject of 
several review and research as discussed in Sect.  2.1 and 
integrated to trace digital signatures from digital artefacts 
that can be presented for admissibility in a court of law. 
Consequently, researchers have reviewed the procedures 
into preservation, collection, examination, analysis, and 
presentation. Over the years, the digital forensic analysis 
model continued to be modified to reflect the current digital 

Fig. 2  ADDIE Digital Forensics Model 
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under the assumption that Wireshark can capture all partici-
pating peers for validation as described in Sect. 3.2.

Development  The significance of the data then guides the 
creation of the evidence file in the Development phase of 
the ADDIE model. The success of the model thus far can be 
seen visibly in Fig. 3 as participating peers are captured on 
the network.

Implementation: The Implementation phase puts all the 
four phases of the ADDIE model into practice, drawing 
upon the investigator’s individual experience and delivery 
skills. Hence, we experimented as follows: In order to pre-
serve a clean experimental environment, we ensured only 
µTorrent and Wireshark were running on the machine. We 
then started Wireshark first and enabled it to capture before 
simultaneously starting µTorrent. We then uploaded the 
tracker to start downloading. This ensured the clean capture 
of all the network traffic between the µTorrent and other 
clients holding the file. The capture ended when the file fin-
ished downloading. The evidence file content resulting from 
the first three phases of ADDIE is saved as the raw data 
of the investigation in this phase. In our case, this is when 
Wireshark completes its capture up to the database stage, as 
illustrated in Fig. 3. The data collected is then copied and 
transported to a database in .csv (comma separated values) 
format without losing the integrity of the data or altering its 
configuration.

Evaluation  Finally, the effectiveness of the captured data 
and the investigator’s expertise are assessed in the Evalu-
ation phase of the design process followed by Sect.  6. 
Based on all the successfully executed phases, the robust-
ness of the model has been proved for method validation as 
described in Sect. 3.2. Figure 4 illuminates the skeleton of 
our ADDIE model analysis and how the evidence detection 

The ADDIE model objectives of each phase are as 
follows:

Analysis  The Analysis phase of ADDIE is the initial stage 
and the most crucial model phase. It is where the investi-
gation techniques are planned. This stage requires careful 
considerations because collecting incorrect data invalidates 
all the results in the ADDIE model. The investigation aims 
to collect digital evidence from the µTorrent network while 
Wireshark will facilitate the collection. Wireshark supports 
the detection of peers that participate in a network without 
jeopardizing the functionality or integrity of the network. 
The validity of the model and its applications are proved in 
this phase for method validation as described in Sect. 3.2.

Design  In the Design phase, the focus is on the significance 
of the data to the digital investigation process. Wireshark 
was used to monitor and capture all the network traffic. 
Figure  3 shows active peers participating in the µTorrent 
network during the investigation. We ran the investigation 
for a total of ten days by participating in the download of 
a pirated movie that was still showing in the cinema at the 
time of the study. This was deemed necessary to test the 
usability of our model using real datasets. We operated 

Table 1  Total Number of Active Peers That Participated in the Net-
work
Day Collection 

Period
No. of 
Avail-
able 
Peers

% of 
Packets 
Captured

Total 
Packets 
Captured 
(bytes)

Friday - Sunday March 5th 
– 7th

304 100% 92,378

Monday 
- Wednesday

March 8th 
– 10th

30 100% 36

Thursday - Friday March 11th 
– 13th

287 100% 1646

Saturday 
- Monday

March 14th 
– 16th

2455 100% 33,087

Fig. 3  Active Peers on µTorrent Network
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collected could be usernames, peers’ IP addresses, port 
numbers, crawl time, hash values, and other digital signa-
tures of peers participating in the networks.

Active Analyser: The active analyser is simply tasked 
with listening on the P2P network and capturing hash values 
that increase over time.

Evidence Detector: The captured content hash values, 
which are found to be increasing over time in all seeding, 
are tagged and logged. If the hash values correspond with 
other distinct digital signatures, then we have a seeder. If 

system maintained a simple architecture, as described in 
detail below.

Data Collector: The data collector stage is tasked with col-
lecting tracker information from the crawled torrent index 
site and connecting to seeders. This is the normal process 
of acquiring a file in any torrent site, but here we are pres-
ent in the network as passive agents to collect all the shared 
data and store it in a database (Fahimian et al., 2010). Wire-
shark supports the collection of data in this stage. The data 

Fig. 4  Evidence Collection Architecture
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experimental procedure in Sect. 5 for validation against the 
five-point Daubert test as follows:

Testing: Has the scientific procedure been indepen-
dently tested?

ADDIE model is part of the Instructional System Design 
(ISD) family. It was created in 1975 for the US Army by 
the Centre for Educational Technology at Florida State 
University (Branson et al., 1975). Being a leader in train-
ing and learning, the military significantly influenced cor-
porate and educational activities by adapting the ADDIE 
model. DeSimone et al. 2002 (Desimone et al., 2002) con-
sider ADDIE to be a process model if applied correctly and 
a guide for gaining direct intuitive insight into a problem. 
In 2017, (Stroud, 2020) of SANS institute used the ADDIE 
model for the Digital Forensics Framework for Instruction 
Design (DFFID) in their whitepaper as a comprehensive 
digital framework designed to guide the development of 
future digital forensics. Moreover, Sect. 4.6, 4.7, and 4.8 has 
described a detailed independent use of the ADDIE model 
as a digital forensic model.

Peer Review: Has the scientific procedure been pub-
lished and subject to peer review?

the hash represents an empty file with variable unconfirmed 
data, then we have a suspect malware and therefore it is a 
bad file that does not get documented. (Y.-Y. Teing et al., 
2016)

6  Evaluation

We will evaluate the validity of the ADDIE against the 
scientific acceptable standards of validating a new process 
model as follows:

6.1  Daubert Test Evaluation

The Daubert test was considered for application to the UK 
criminal law system in the Law Commission report of 2009 
and 2011 (The Admissibility of Expert Evidence in Crimi-
nal Proceedings in England and Wales (LCCP190>, 2009). 
They have also been applied successfully to support the 
admissibility of non-scientific testimony (e.g., Kumho Tire 
v. Carmichael 1999) (Heilbronner, 2018). We evaluated our 

Fig. 5  TCP Error Rate of Session 4

 

1 3



Information Systems Frontiers

assessing the completeness and relevance of objective evi-
dence put together by others in developmental validation or 
collaborative studies should be somewhat straightforward 
if the requirements provided in the guidance for each of the 
stages of the validation process have been satisfied. Like 
the Daubert test, publications in respected scientific jour-
nals can be relied on in considering the scientific model con-
cerning its limits and the validity of applicability (Ireland 
& Beaumont, 2015). However, the guidance expects that 
where a method applies any scientific model (or supports 
the interpretation or assessment of the results of a model), 
the specification should also address the following matters:

“The validity of the model/theory” and “The valid-
ity of the application of the model/theory in the 
method”

ADDIE has been a process model for years. As an adapted 
model, its applicability was reviewed to ensure that the 
model is fit for purpose for P2P network investigations. 
We tested the model in Sects. 2 and 3 to demonstrate that 
it is competent as a digital forensic model for P2P network 
investigation.

“Any assumptions incorporated within the model/
theory.“ and “The validity of the assumptions and any 
limits on the application of the assumptions.“ and “Lim-
its on the application of the model/theory”.

We made the following assumptions during our 
experiment:

1.	 We assumed that Wireshark could capture all the 
µTorrent network traffic during the experiment.

2.	 We relied on the validity of the evidence recovered from 
Wireshark, such as IP address, hash values, communi-
cation protocols, and etcetera.

3.	 We assumed that the applicability of ADDIE as a pro-
cess model is capable of formulizing P2P network 
investigation.

The use of Wireshark is widespread as the de-facto standard 
for inspecting and analysing network packets. Summarily, 
it’s a packet analysing tool that allows packet sniffing of the 
network and aids in viewing all the traffic that goes in and 
out of your network adapter. Therefore, we deem Wireshark 
valid to satisfy our assumptions 1 and 2. For assumption 
3, ADDIE has only been tested on the µTorrent network, a 
decentralized P2P network and is yet to be tested on other 
P2P architecture, such as the centralized and hybrid design. 
However, the centralized design exhibits the same proper-
ties as the client/server network, and the hybrid network 
mixes the centralized and decentralized design. As such, 
the only limit to our assumptions is that the model is not 

The methodology and results of Sects. 3, 4, and 5, have 
been submitted for peer review and publication to the 
Springer Special Issue in Cloud, IOT, and Data Science as 
follows:

Musa, A., Awan, I., Zahrah F, The Case for Validating 
ADDIE Model as a Digital Forensic Model for Peer-to-
Peer Network Investigation. Information System Frontier, 
(2022).

Error rate: Is there a known error rate, or potential 
to know the error rate, associated with the use of this 
scientific procedure?

The use of Wireshark provides TCP error rates over time 
as packets acknowledged (ACK) are transferred. Figure 5 
shows when a packet is sent, and the ACK is received, and 
that most of the packets were ACK swiftly demonstrates 
the stability of the sequence that influences the TCP per-
formance of our recovered evidence in Tables 1 and 2. The 
graph might illustrate instability, but this does not mean 
there is a problem because the communication time is pre-
sented in seconds and represents how the µTorrent appli-
cation works. A typical example is when a node begins 
participating in the network but drops or fluctuates due to a 
network connection or another problem.

Standards: Are there standards and protocols for the 
execution of the methodology?

ADDIE model was created for the U.S. Army and was 
later recognized by DeSimone et al. 2002 (Desimone et al., 
2002) to be a general process model and a guide for gaining 
direct intuitive insight into a problem. Therefore, the model 
is associated with the U.S. Federal rules as a standard digital 
forensic methodology. As evident in Sect.  2.2, the model 
standards continue to be refined with time.

Acceptance: Does the relevant scientific community 
generally accept the scientific procedure?

ADDIE has evolved many times over the years to become 
dynamic, iterative, and user-friendly. While the concept of 
ADDIE has been around since 1975, it has never been used 
for digital forensics or P2P network investigation. This is 
the first time ADDIE has been used as a digital forensic 
process for network forensics to the best of our knowledge. 
Therefore, due to its novelty, ADDIE is yet to be tested with 
the relevant scientific community.

6.2  Method Validation Evaluation

The first edition focus for accreditation in FSR-218 of the 
FSR was on the laboratory-developed methods, but the sec-
ond and following editions incorporate the crime scene in 
its range (FSR-G-201, 2020). The requirement to describe 
the reliability of scientific evidence extends to any pro-
cedure when the operation impacts the results acquired, 
wherever it is used. The FSR guidance has accepted that 
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The acquisition of evidence from digital artefacts, such 
as the µTorrent client is used to investigate peers’ malicious 
behaviours and patterns. There is sufficient evidence hidden 
in digital artefacts that needs careful analysis using suitable 
tools and techniques to visualize the evidence as done by 
(Hamidović & Hadžib, 2016). Often the content shared on 
P2P networks such as µTorrent are from peers that do not 
care about damaging the security and privacy laws of the 
land. Hence, several models of digital forensics have been 
proposed for diverse investigation forms for law enforce-
ment, military, and business operations in digital investiga-
tion (Liu et al., 2018; Manesh et al., 2011; Shinder & Cross, 
2008).

6.3  Validation Report

We have described the processes that make up a validation 
process of a digital forensic framework in Sect. 6.1 and 6.2. 
ADDIE model was validated against the Daubert test of 
US forensic standards and the FSR-G-201 and FSR-G-218 
guidance of UK forensic standards. The model was evalu-
ated based on the experiments conducted on µTorrent net-
works in Sect. 5.1. ADDIE model meets all the requirements 
of the Daubert test except for requirement 5 as it is yet to 
be tested with the relevant scientific community due to its 
novelty. The UK FSR-G-201 and FSR-G-218 guidance for 
method validation on new and adapted models/theory have 
also been satisfied except for the robustness of the model 
based on the information supporting it, which is also yet to 
be tested. Summarily, the UK and U.S forensic standards 
for validation are somewhat similar, with the former being 
more comprehensive and the latter being more accepted 
and tested. Therefore, the validation report has tested the 
usability of the method over the internationally approved 
standards appropriate to use the model.

6.4  Results

We validated our methodology by extracting the top popular 
file hash values in each of the collection periods of Table 2. 
We then selected the peers who were uniformly increasing 
in packets seeding for all the collection periods. We col-
lated the top 3 peers with the highest percentage of packets 
shared throughout the µTorrent network session. Due to the 
frail nature of digital evidence acquisition, the data trans-
ferred from any forensic tool must be verifiable and iden-
tical to the original source file. That is how to ensure the 
integrity of the process by monitoring the files’ hash value, 
IP addresses, and packets alongside the raw network traffic 
capture throughout the digital investigation process (Antwi-
boasiako & Venter, 2011). We documented the top 3 peers 
with the highest percentage of packets shared throughout 

yet widespread and tested on other P2P architectures. There 
are currently no limits declared on our model’s application 
except the assumptions we made.

“The robustness of the model/theory based on the 
information supporting it.“

ADDIE model was created for the U.S. Army and was 
later recognized by DeSimone et al. 2002 (Desimone et al., 
2002) to be a general process model and a guide for gain-
ing direct intuitive insight into a problem. Consequently, the 
model is associated with the U.S. Federal rules as a standard 
digital forensic methodology. As evident in Sect.  2.2, the 
model standards continue to be refined with time to become 
dynamic, iterative, and user-friendly. While the concept of 
ADDIE has been around since 1975, it has never been used 
for digital forensics or P2P network investigation. This is 
the first time ADDIE has been used as a digital forensic 
process for network forensics to the best of our knowledge. 
Therefore, due to its novelty, ADDIE is yet to be tested with 
the relevant scientific community.

The evaluation of the ADDIE model is shown by using 
tools validated by (Stroud, 2020) to demonstrate the effec-
tiveness of our model. The use of validated tools also sup-
ports our argument for method validation as the validity of 
the model has already been proved by a recognized inter-
national forensic unit. We used the SOP of the ADDIE 
model with the µTorrent P2P network to evaluate our pro-
posed methodology from Sect.  2, due to its usability and 
it been the most popular BitTorrent client (Venčkauskas, 
Damaševičius, et al., 2015). µTorrent is a decentralized 
peer-to-peer file-sharing system that allows you to share 
or download torrent files with peers on the network. A tor-
rent file is responsible for distributing metadata known as 
Torrents (Kotary & Nanda, 2020). The metadata instructs 
µTorrent to connect to remote peers for seeding. Seeders are 
the peers that actively share bits of files in the P2P network, 
while a peer is any computer running a µTorrent client 
(Khan et al., 2014). To share content, a peer first converts 
their file into a small torrent. The Torrent contains metadata 
about the file to be shared and the tracker, coordinating the 
file distribution. The peer identifies content using a Uniform 
Resource Locator (URL) known as the tracker designed to 
integrate persistently with other peers (Su et al., 2018). Its 
supremacy over plain Hypertext Transfer Protocol (HTTP) 
is that many secure simultaneous downloads of the same 
file are possible. The seeders upload chunks of packets to 
each other, making it feasible for the file source to support 
enormous seeders with only an economic increase in its load 
(Vlachos et al., 2004). A peer that wants to download the 
file must first get the metadata torrent file and connect to 
the specified tracker, which connects other peers to seed the 
bits of the file.

1 3



Information Systems Frontiers

technique simplifies real-time event reconstruction packet 
by packet, imitating the original traffic (Tukur et al., 2019).

Using the ADDIE model to complete our evaluation 
(Vijayakumar & Srinivasan, 2015), we implemented and 
evaluated that captured raw data presented in Table 2. The 
integrity of our evaluation was ensured through the imple-
mentation of regular hash checking on the collected data 
using SHA256 (Secure Hashing Algorithm producing a 256-
bit long hash) (Norman, 2017). The hash value remained the 
same as the original value in each collection period through-
out our evaluation. Wireshark collated a stream of hashed 
information stored on the external drive and was exported 
to a .csv format. During the transmission process, the integ-
rity of each of the transferred chunks was maintained due 
to a SHA256 hash being computed as the chunk is being 
transmitted (Peterson & Davie, 2012). Also, once the trans-
mission was completed, another SHA256 hash is taken on 
each chunk and was verified against the original. If, for any 
reason, hashes do not match at any point of the ADDIE pro-
cess, the file’s integrity has been compromised during the 
investigation. In such a case, the whole investigation has to 
be repeated from the Analysis stage of the ADDIE model 
using the original copy of the source file.

7  Conclusion

With the increase in network traffic mainly attributed to 
P2P technologies, there is a corresponding increase in the 
possibility of these technologies being the subject of a 
criminal investigation. Consequently, the number of inves-
tigations requiring digital forensic proficiency is rendering 
digital investigation slow and ultimately ineffective, with 
the pursuit of a perfect model for digital investigation as 
never-ending.

This paper presented a proposed live monitoring meth-
odology for P2P networks to provide accountability to the 
system. We have adopted a proven monitoring mechanism 
of live networks using Wireshark and made a case for its 
application as part of the processes of network forensics. We 
also made a case for applying the ADDIE model of digital 
forensics to passive digital evidence investigation, poten-
tially revolutionizing network forensics through evidence 
validation. We also proposed a validation case to standard-
ize the ADDIE model as a formal digital forensic model 
using the FSR-G-218 and FSR-G-201 legislative guidance.

There are many issues that need improvement, and we 
are actively working on them as part of our future works. 
One of them is searching the IP addresses of the most popu-
lar peers against DNS checkers and finding almost half of 
our recovered IP addresses masked under VPNs. Yet, we are 
confident that even if our digital evidence does not directly 

the µTorrent network session. We then selected the peers 
that were uniformly increasing in packets seeding for all 
the collection periods. The peer’s digital signatures were 
matched with the already verified hash values to check for 
integrity as illustrated in Table  2. By participating in the 
P2P network itself, the evidence collected does not need 
to be reverse engineered, i.e., all the evidence available 
can be matched with another regular client of that network 
using the hash values (Hamidović & Hadžib, 2016). This is 
because once any network traffic is collected, each packet is 
logged, timestamped, and traceable by its hash value. This 

Table 2  Recovered Digital Evidence from All the Collection Periods
Col-
lection 
Period

IP Protocol SHA-256 Information Value

March 
5th 
– 7th

41.212.82.169 TCP 9285be3792998811b0a8c-
d47a36711e3647fdbeda837e-
ba5f7ac682e5aec96ad

115.187.49.130 UDP 9285be3792998811b0a8c-
d47a36711e3647fdbeda837e-
ba5f7ac682e5aec96ad

172.98.93.218 UDP 9285be3792998811b0a8c-
d47a36711e3647fdbeda837e-
ba5f7ac682e5aec96ad

March 
8th 
– 10th

207.180.192.206 UDP 7c24bf-
cb537b125637d8c747bffa-
b9a586787bb6ec41737828de-
b6aa5d9d30f6

54.146.221.202 TCP 7c24bf-
cb537b125637d8c747bffa-
b9a586787bb6ec41737828de-
b6aa5d9d30f6

114.38.138.7 UDP 7c24bf-
cb537b125637d8c747bffa-
b9a586787bb6ec41737828de-
b6aa5d9d30f6

March 
11th 
– 13th

216.241.154.212 TCP db946a96aff752b279ed6df-
c6ee0857f059264513b4655ff
2bd76f1cd2740df6

46.123.241.255 TCP db946a96aff752b279ed6df-
c6ee0857f059264513b4655ff
2bd76f1cd2740df6

184.90.233.60 UDP db946a96aff752b279ed6df-
c6ee0857f059264513b4655ff
2bd76f1cd2740df6

March 
14th 
– 16th

195.35.245.30 UDP 76448c2a84bbcd13e-
fe10aa3a176c8d-
d94bd3dd8d07abf9c-
c5e474ce70134d10

186.149.236.13 UDP 76448c2a84bbcd13e-
fe10aa3a176c8d-
d94bd3dd8d07abf9c-
c5e474ce70134d10

4.16.74.104 TCP 76448c2a84bbcd13e-
fe10aa3a176c8d-
d94bd3dd8d07abf9c-
c5e474ce70134d10
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