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• The Internet of Medical Things (IoMT) plays a significant role in the 
healthcare system as it improves effectiveness and efficiency of treatment 
by continuously monitoring patients using smart home sensor and 
wearables (Fig. 1). 

INTRODUCTION

Viewport 

This project aims to create a robust detection system for multilayer attacks 
using a Semi-automated Intrusion Detection System (SAIDS) for IoT devices. 
To achieve this aim, we have focused on the following objectives:

• Explore a variety of feature selection algorithms.

• Apply feature weighting.

• Integrating human and machine learning approaches to work together.

• Increase detection efficiency by utilizing significant features.

OBJECTIVES

• IoMT devices are vulnerable to Multi-layer attacks that are 
exploiting multiple layers of IoMT architecture (Fig. 2). Denial-of-service 
(DoS) and Man-In-The-Middle (MITM) attacks, for instance, can target the 
three layers of the IoMT system and lead to serious consequences, such as 
theft of patients’ sensitive data and reputational damages [2].

Figure 1: The IoMT Application.

Future Work: 
• Exploring the integration of more advanced machine learning and artificial 

intelligence techniques, such as deep learning, reinforcement learning, 
federated learning, and transfer learning.

•  Real-time implementation.

Figure 3: Semi-automated Intrusion Detection System (SAIDS). 

Using SAIDS, we managed to reduce the number of features in the dataset 
from 62 to 34, identifying those common across multilayer attacks. We then 
identified an optimal set of 13 significant features as critical for detecting 
and classifying multilayer attacks. This approach underscores the strengths 
of both human judgment and algorithmic precision, enhancing the overall 
efficacy of the IoT multilayer detection system.

METHODOLOGY

Figure 2: The IoMT Security attacks including multi-layer attacks.
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The proposed SAIDS is implemented by utilizing the Edge-IIoTset dataset. It 
managed to identify an optimal set of 13 significant features for the efficient 
detection and classification of multilayer attacks. 
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Figure 4:  Testing Accuracy using KNN for the 13 Features Sets.

Figure 5:  All features, 34 common features and 13 Features Sets.
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